NHOOPMALIMOHHASA TAMATKA
JJIAA OBYYAIOIIUXCA 1J1AA PASMEIIEHUSA
HA OOPUIINAJBHbBIX HHTEPHET-PECYPCAX

C KaXKIbIM I'OJJOM MOJIOACKHU B HHTCPHCTC CTAHOBUTLCA 6OJIBI_HC, a MIKOJIbHUKHW OOHHU U3 CaMbIX aKTHUBHBIX
nojb3oBateneii PyHera. Mexmy TeM, MOMHMO OrPOMHOIO KOJIMYECTBa BO3MOXKHOCTEH, WMHTEPHET HECeT U
mpoOsIeMbl. DTa MaMsATKa JOJKHA TOMOYb TeOe O€30IMacHO HaAXOIUTHCS B CETH.

Komnbrorepubie BUpychbl

KomnbroTepHblit BUPYC - 3TO pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPAMM, OTIMYUTEIEHONW 0COOCHHOCTHIO
KOTOPOH SIBJIETCSI CIIOCOOHOCTh K PAa3MHOXKEHHUIO. B 1onosiHeHne K 3TOMy, BUPYChl MOTYT MOBPEAMTH WU
MOJTHOCTBIO YHUYTOXKUTH Bce (aillibl M JTaHHBIE, TTOAKOHTPOJIBHBIE MOJIB30BATEI0, OT UMEHH KOTOPOTro ObLia
3allyllleHa 3apaKeHHas [IPOrpaMMa, a TAaK)Ke IOBPEAMUTH WIN JaXe YHMUYTOKUTH ONEPALMOHHYIO CHUCTEMY CO
BcemH (paiiimamu B 11iesioM. B OOJBIIMHCTBE CIydaeB pacipoCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTtoap! 3a1IMTHI OT BPCIOHOCHBIX ITPOTpaMM:

1. Mcnonp3yll COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, UMEIOUIME CEPbE3HBI YPOBEHb 3alUTHI OT
BPEOHOCHBIX IIPOrPAMM;

2. IoctostHHO ycTaHaBMBaW madytu (U(GPOBBIC 3aIUIATKH, KOTOPhIE aBTOMATUYECKH YCTAHABIMBAOTCS C
LEJIBI0 IOPaOOTKH MPOTrpaMMbl) U IPYrrUe OOHOBJICHUS CBOCH ONepanMoOHHON crcTeMbl. CKauyMBai UX TOJBKO C
odunmansHoro caiita pazpaborunka OC. Eciu cymecTByeT pekuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKITIOYH
ero;

3. Paboraii Ha cBOeM KOMIIbIOTEPE MO IPaBaMH MOJIb30BATEN, & HE aIMUHUCTPATOPA. ITO HE MO3BOJIUT
6OHI)IHI/IHCTBY BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IMEPCOHAIBHOM KOMIIBIOTEPEC,

4. Vcnonb3yil aHTUBUPYCHBIEC MPOTPAMMHbBIE MMPOAYKTHI U3BECTHBIX MPOU3BOUTENEH, C aBTOMATHYECKUM
00OHOBJIEHHEM 0a3;

5. OI‘paHI/I‘-II) (I)I/I3I/I‘{eCKI/II7I JOCTYII K KOMIIBXOTCPY AJIA TIOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHEIIHUE HOCUTENM MH(OpMaIMM, Takue Kak (iemrka, AUCK WM (aiia U3 MHTEpHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBali KOMITbIOTEpHBIC (haliIbl, TIOJYYCHHBIC U3 HEHAJE)KHBIX MCTOYHUKOB. Jlake Te Qaitibl,
KOTOpBIE MpHCIan TBOM 3HAKOMBIN. JIydille yTOUHU y HEro, OTIPABIISLI JIU OH Te0e HX.

Cern WI-FI

Wi-Fi - 510 He BHJ mepeaayn AaHHBIX, HE TEXHOJIOTHS, a Bcero numb Opena, mapka. Eme B 1991 rony
HuJepiaHacKas kommaHus 3apeructpupoBaia Opern "WECA", yto o6o3nauano cinoBocouyetanue "Wireless
Fidelity", xoTopslif mepeBoaAnTCS Kak "OecrpoBOIHAs TOUHOCTH".

Jlo Hamero BpeMeHHU Jomia Japyras a0OpeBuaTypa, KOTOpas SIBIIETCS TAaKOM XK€ TEXHOJOTHed. ITo
abopesuatypa "Wi-Fi". Takoe Ha3BaHue ObLTO JAHO C HAMEKOM Ha CTAHAAPT BhICIICH 3ByKOBOM TexHuku Hi-Fi,
YTO B MEPEBOJIE O3HAYAET "BBICOKAsE TOYHOCTH'.

a, OecrimaTHBIN MHTEPHET-IOCTYI B Kade, OTeNsIX W a’pornopTax SBISETCS OTIUYHON BO3MOXKHOCTHIO
BbIXOAa B uHTepHeT. Ho MHOrme skcmepThl cuuTaroT, 4yTo obmenoctynHble Wi-Fi cetn He sBisitoTcst
0€30IaCHBIMU.

CoBeTblI 10 0€30MacHOCTH paboTHI B 001Ie0CTYIHBIX ceTssXx Wi-fi:

1. He mepemaBaii cBoro nmuHyto umHpopmaruio yepe3 oOmenaoctynueie Wi-Fi cern. PaGotas B HuX,
JKCJIATCIIbHO HC BBOJAUTD MMAPOJIA JOCTYIIA, JIOTUHBI 1 KAKHUC-TO HOMCPA,

2. Vcionp3yii 1 OOHOBIISI aHTUBUPYCHBIE MPOTpaMMbl U OpaHaMayep. Tem cambIM Thl 00€30IacHIIlb ce0st



OT 3aKayKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3zoBannu Wi-Fi otkmoun dyaknuo "OO0muid qoctyn kK Qaitmam u npuntepam”. JlanHas
(GYHKIUS 3aKphITa 1O YMOJYAHUIO, OJIHAKO HEKOTOpBIC MOJIb30BAaTENH AaKTUBUPYIOT ee s ymoOcTBa
HCIIOJIb30BaHUsl B paboTe WK yueoe;

4. He wucnons3yit myOmmunsiii WI-FI s mepemaum nWYHBIX JaHHBIX, HAaOpuUMep JUIS BBIXOJA B
COLIMAJIBHBIC CETU WM B 3JIEKTPOHHYIO I10UTY;

5. Wcnonp3yii Tonbko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope Be6G-aapeca
BBOIM UMeHHO "https://";

6. B moOmibHOM Tenedone otkimoun Gyaknuio "Tlogkmouenne k Wi-Fi aBromarnuecku". He momyckaii
aBTOMATHYECKOT'0 TIOJKITFOUEHHs yCTporicTBa K ceTsim Wi-Fi 0e3 TBoero cornacus.

CounajbHble CeTH

COHI/IaJII)HBIC CCTU aKTUBHO BXOJAT B HAIly ’)KU3Hb, MHOTHUC JIIOAU pa60Ta10T " )KMBYT TaM IIOCTOSAHHO, a4 B
Facebook YK€ 3apCruCTpupoOBaH MUJUIMAPJ YCJIOBCK, UTO ABJIACTCA O,Z[HOI>'I CCHLMOﬁ BCEX JKUTEJIeH IIaHETHI.
MHorue 1ojIb30BaTeIn He IOHHUMAIOT, 4TO I/IH(i)OpMaIII/ISI, pasMCIICHHAaA UMHU B COOUATIBHBIX CCTAX, MOXKET OBITH
HaﬁﬂeHa " UCII0JIb30BaHa K€M YyroaHo, B TOM YUCJIC HE 00s3aTeNnpHO ¢ OJaruMu HaMCpCHUAMMU.

OCHOBHBIE COBETHI 10 0€30IIaCHOCTH B COIMAJILHBIX CETIX:
1. Orpanuyb crucok Apy3ei. Y Tedst B Ipy3bsiX HE TOJDKHO OBITh CIYYaHBIX M HE3HAKOMBIX JIIOZICH;

2. 3a1u1/1ma171 CBOI0 YaCTHYIO KHU3Hb. He YKa3BIBaﬁ mapoJia, TGHG(I)OHBI, azpeca, JaTy TBOCTO POKACHUA U
APYT'YIO JINYHYIO PIH(bOpMaI_II/IIO. 3HOYMLII_HJ'ICHHI/IKI/I MOT'YyT UCIIOJIB30BATh HAXKE I/IH(bOpMaI_II/IIO O TOM, KaK ThlI U
TBOU POAUTCIIN INIAHUPYCTEC ITPOBCCTU KAHUKYJIbI;

3. 3amumiail cBOIO pemyTalMio - JEpKU €€ B YMCTOTE M 3ajaBail cebe BOMpOC: XOTeNl ObI ThI, YTOObI
Jpyrye MOoJab30BaTeNN BUIENH, YTO Thl 3arpyxaems? Ilogymaii, npexie 4eM 4To-To OnyOJUKOBaTh, HANKUCATh
U 3arpY3UTh;

4. Ecnu TBI TOBOpULIbL C JIFOJBMH, KOTOPBIX HE 3HAEllb, HE HCIOJb3YyH CBOE pealbHOE MMs U JAPYTYIO
JUYHYI0 HHGOPMAIIMU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpOUEe;

5. UzGerait pasmenienus Qororpapuit B MHTepHeTe, r/1e Thl M300pa)KeH Ha MECTHOCTH, 1O KOTOpOii
MOHO OIIPENEIIUTH TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpauuu B COUANIbHON CETH HEOOXOIUMO HCMOJIb30BaTh CIOKHBIE MAPOJIH, COCTOSAIIUE U3
OyKB U (P U C KOJTMYECTBOM 3HAKOB HE MeHee §;

7. Anst counanbHOW CETH, MOYTHl M APYTUX CallTOB HEOOXOAMMO HCIIOJIb30BATh paszHble mapoiu. Toraa
€ciy Te0s1 B3JIOMAIOT, TO 3J0YMBIIUIEHHUKHU OIYy4aT JOCTYI TOJbKO K OJHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE 1eHbIH

DONEeKTPOHHBbIE JIEHbIH - 3TO OYEHb YAOOHBINM CHOCOO IUIaTeXei, OAHAKO CYIIECTBYIOT MOIIEHHHUKH,
KOTOPBIE XOTAT MOJTYYUTh 3TU JICHBIU.

BHeKTpOHHBIe JCHBI'M MOSABUIUCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'0 BO MHOI'UMX rocyaapCTtBax Ao
CHX IIOp HE NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU QYHKIIMOHUPYIOT U O HUX YK€ MPOMHICAHO B 3aKOHE, T/Ie UX Pa3IeNsFOT Ha HECKOJIBKO
BHJIOB - aHOHUMHBIC M HE aHOHMMHBIC. Pa3HHIIA B TOM, YTO aHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs
MPOBOANTH orepanuu 6e3 MAeHTU(UKAIMK TOIH30BATENsl, & B HECAHOHUMHBIX UACHTU(DUKAIWS TOIB30BATEIIS
SIBIIIETCS 00SI3aTEILHOM.

Takxe crenyeT pasiauyaTh JJIEKTPOHHBIE (PHUATHBIE NEHBIM (PaBHBI TOCYAApCTBEHHBIM BajlOTaM) U
ANIEKTPOHHBIC HEUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIIOTaM).



OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C AIEKTPOHHBIMU J€HbIaMHU:

1. IlpuBsiku K c4eTy MOOWIBHBIN TeneoH. ITO caMbli yIOOHBIM M OBICTPBIA CHOCOO BOCCTAHOBUTH
nocTyn K cuety. [IpuBs3aHHbIN TenedoH MOMOXKET, eclii 3a0y/IenIb CBOM IUIATeKHBINA Mapoib WU 3aiiielIh Ha
CalT ¢ HE3HAKOMOT'O YCTPOICTBA;

2. Ucnonw3yit ogHOpa3oBsie aponu. [locne mepexoaa Ha YCHIICHHYIO aBTOPU3ANUIO TeOe yke He Oynmer
yYIpoKaTh OMACHOCTh KPAXKU WJIU MEpEeXBaTa IJIATEeKHOTO Hapois;

3. Bribepu cioxHbIi napodib. [Ipectymaukam OyneT HE MPOCTO Yraaarh CIOXKHBIN maposib. HangexHbie
Mapojy - 3TO MapojH, KOTOPbIE COAEPKAaT HE MEHee 8 3HAKOB W BKIIIOYAIOT B C€Osl CTPOUHBIC U MPOIUCHBIE
OyKBbI, IIU(PPBI ¥ HECKOJIBKO CHMBOJIOB, TaKME KaK 3HAK Joiiapa, (yHTa, BOCKIMIATEIbHBI 3HAK U T.IL
Hampuwmep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAaHHbIE HA CaliTaX, KOTOPBIM HE J10BEPSIEILb.
DJIEKTPOHHAs MOYTA

DJIEKTpOHHAs MOYTa - 3TO TEXHOJOTUS U MPEIOCTABISIEMBIE €0 YCIYI'M IO MEPEChUIKE U IMOIYYEHHUIO
AJNIEKTPOHHBIX COOOINECHUH, KOTOPBHIC PACHPEIEISIIOTCS B KOMIBIOTEPHOH ceTu. OOBIYHO 3JICKTPOHHBIHA
MOYTOBBIN SIIKK BBITJISAUT CIEAYIOUIMM 00pa3oM: UMs_TOJIb30BaTeNA(@uMsl_JToMeHa. Takke KpoMme repenadyu
MPOCTOT0 TEKCTa, UMEETCS] BO3MOKHOCTh Mepe1aBaTh (Pailiibl.

OcHoBHBIE COBETHI 110 6€301MacHOM paboTe C INEKTPOHHOU MOUTOM:

1. Hago BBIOpaTh mpaBUiIbHBIA [OYTOBBIM cepBUC. B MHTEpHETE €CcTh OrpOMHBIN BHIOOP OECIIATHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIyYIlI€ JOBEPSATH TEM, KOTO 3HACIb U KTO MIEPBBI B PEUTHHTE;

2. He yka3piBaii B JMyHOW mouTe JMYHYI0 HHpopmauuto. Hampumep, mydme BbIOpaTh
"My3bIKaIbHBIN (haHaT@" nimu "pok2013" BMecTo "Temal3";

3. Hcnonw3yil JByX3TamHylo0 aBTOpU3alMIO. OJTO KOrja IOMUMO THapoJyis HYKHO BBOJIUTH KOJ,
pucbUIaeMbIi 1o SMS;

4. BeiOepu cioXHBIM Taposib. JIJis KaXIOro MOYTOBOTO SIIUKA JOJKEH OBITh CBOM HAaJIeKHBIMH,
YCTOMYHMBBIN K B3JIOMY 1apOJIb;

5. Ecin ecTh BO3MOKHOCTh HAIlUCATh CcaMoOMy CBOH JIMYHBII BOIIPOC, PICHOJ'IB3y1>i 9TY BO3MOXHOCTD,

6. Mcnonb3yii HECKOJIBKO MOYTOBBIX SLIUKOB. [IepBplii 11 4aCTHON MEPENUCKHU C aapecaTaMH, KOTOPBIM
ThI IOBEPSEIIb. DTO AIEKTPOHHBIN a/ipec HE HAJ0 UCIOJIb30BaTh IPU PETUCTPALIUK HA OpyMax U caliTax;

7. He oTkpbiBaii (hailsibl U Apyrue BIOXKEHHUS B MUCbMax, Jake €CIM OHM IMPHUIUIM OT TBOUX JpY3ei.
Jlydie yTOYHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3T (ailib;

8. Ilocne okoH4yaHMsI pabOTHI HAa MOYTOBOM CEpBHUCE Tepel 3aKphITHEM BKIIAJKU C caliToM He 3a0ylb
Ha)xaTh Ha "Beiitu".

Ku6epOyJuIMHT W1 BUPTYaJbHOE U31€BATEeIbCTBO

KubepOymnuHr - mpeciiefoBaHne COOOIICHUSIMHU, CONECPKAIIMMHI OCKOPOJICHUS, arpecCcuio, 3alyruBaHHuE;
XYJIUTaHCTBO; COIUANBHOE OOMKOTHPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 O0pHOE ¢ KNOEPOYTUHIOM:

1. He Opocaiics B 6oi. Jlyumuii cmoco0: MOCOBETOBATHCS Kak CeOsl BECTH U, €CIIM HET TOTO, K KOMY
MOKHO OOpaTUTHCS, TO BHAYalle YCIIOKOUTHCS. ECIU Thl HAYHEITh OTBEYATh OCKOPOJICHUSIMU HA OCKOPOIICHMUS,
TO TOJIBKO e111e OOJIBIIE Pa30XKKEITh KOHDIUKT;

2. Yrpasnsii cBoel KubeppenyTaimei;



3. AHOHUMHOCTh B ceTu MHUMas. CyIIeCTBYIOT CHOCOOBI BBIICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJIMraHCKUI 00pa3 BUPTyallbHON KU3HU. IHTEpHET (GUKCHPYET BCE TBOU JCHCTBUS U
COXpaHseT uxX. Y JalIuTh UX OyJeT KpaiiHe 3aTpyAHUTENbHO;

5. Cobmroiaii CBOXO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii ennHuuHblid HeraTuB. OHOPA30BbIE OCKOPOHUTENBHBIE COOOMICHHS JTy4Ille HTHOPHPOBATE.
OObIuHO arpeccus NpeKpamaeTcs Ha Ha4aaIbHON CTaJIHH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLICHMSMH, B COLMAJIBHBIX CETAX €CTb
BO3MOXKHOCTb OJIOKHPOBKH OTIIPaBKU COOOIIEHUH C OIpPEIeIEHHbIX aJIPECOB;

8. Ecniu TBI cBUAeTens kubOepOyimuHra. TBOM NEHCTBUS: BBICTYIUTH MPOTUB IPECICI0BATEINS, TOKA3aTh
€My, 4TO €ro JEWCTBUS OLEHUBAIOTCS HETaTUBHO, MOAJAEPXkATh KEPTBY, KOTOPOM HYKHA ICHUXOJOTMYECKas
MIOMOIIlb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOTO OBEJCHUS B CETH.

MoOuabHbIii Tesie)oH

CoBpeMeHHBIE CMAPT(OHBI U IIAHIIETHI COJEPKAT B ceOe BIOIHE B3POCIBIA (DYHKIIMOHAI, ¥ TeTIeph OHU
MOTYT KOHKYpUPOBaTb CO CTallMOHAPHBIMM KoOMIIbloTepaMu. OJHAKO, CPeACTB 3allUThl s MOJOOHBIX
YCTPOMCTB I0Ka OYEHb Majo. TeCTHpOBaHUE U ITOMCK YSI3BUMOCTEW B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, KaK
s 11K, To ke camoe kacaeTcs 1 MOOUIIbHBIX MPUIOKEHUH.

CoBpemeHHbIE MOOMIIBHBIE Opay3epbl YK€ NPaKTHUUECKHU JOTHAJIM HACTOJbHBIE AaHaJOTH, OJHAKO
pacmmpenue (yHKIIMOHAJIA BIICYET 32 CO00I OOIBIIYIO CIOKHOCTh U MEHBIIYIO 3alIUIIEHHOCTD.

Jlaneko He BCe MPOU3BOJUTEIM BBIITYCKAIOT OOHOBIICHHS, 3aKPbIBAIOIIUME KPUTUUECKUE YA3BUMOCTH UIs
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIsi 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Hudero He sBnsercs MMo-HacCTOoALIEMY OCCIIJIaTHBIM. By,Z[B OCTOPOKCH, BCIb KOr'Ja Tebe npemiararoT
OcCIIIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KaKHUC-TO INIATHBIC YCIIYT'U;

Hymaii, npexnae yem otnpaBuTbh SMS, ¢oro nnu Bujaeo. Tel TOUHO 3Haellb, I71€ OHU OYAYT B KOHEUHOM
urore?

Heo6x0a1Mo0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO cCMapT(OHa;
Wcnonp3yit aHTUBUPYCHBIE IPOIPAMMBI JUIsl MOOMIIBHBIX TeJIe()OHOB;

He 3arpyxaii mpuioXeHHss OT HEW3BECTHOTO HMCTOYHHMKA, BEb OHH MOTYT COJIEpXKaTh BPEIOHOCHOE
MIpOrpaMMHOE 0OecTIeueHUE;

[Tocne Toro kak ThI BBIiIENIb C caiiTa, I7ie BBOAMI JMYHYIO0 MH(OpMaIHio, 3aiiin B HACTpOHKHU Opaysepa
u ynanu cookies;

HCpI/IOIlI/I‘-ICCKI/I HpOBepHﬁ, KaKUC IJIATHBIC YCIIYT'M aKTUBUPOBAHBI HAa TBOEM HOMCEPCE;
I[aBaﬁ CBOH HOMCEP MOOUIIEHOTO TeJ'IC(I)OHa TOJIBKO JIFOSIM, KOTOPBIX Thl 3HACITb U KOMY HOBCPACIIL,

Bluetooth gomken ObITH BBIKITIOUYEH, KOT/Ia Thl UM HE MOb3yellbes. He 3a0b1Bait MHOT1a TPOBEPSITH ATO.
Online urpsi

CoBpeMeHHbIE OHJIAWH-UIPBI - 3TO KPAacOuYHbIE, 3aXBaTHIBAIOIIME pPa3BICUYCHUS, OOBEAUHSIONINE COTHU
TBICSTY YEJIOBEK 110 BCeMY MHUpY. Mrpoku MccieayroT NaHHbIH UM MUp, OOIIAIOTCS JPYT C APYTOM, BBITOIHSIOT
3aJJaHus, CPAXKAIOTCI C MOHCTPAaMHM M IOJIy4alOT OMBIT. 3a YAOBOJBCTBHE OHH IUIATSAT: IMOKYIMAIOT IHCK,
OIJIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OTIIHH.



Bce atu cpenctBa uMayT Ha TMOAAEp)KAaHHWE M pa3BUTHE WIPhI, a Takke Ha caMmy O€30MacHOCTh:
COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3ALINHU, BBIITYCKAIOTCS HOBBIE MaT4H (LU(POBbIE 3aIIaTKH 7Sl IPOTPamMMm),
3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomo0OHBIX Urpax CTOMT ONacaThecsi HE CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO KPaXKH TBOETO Mapoisd, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIMH OOJIBITUHCTBA UTP.

OCHOBHBIE COBETHI 10 OE€30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecau apyroit urpok BeneT cedsl IIIOXO WU Co3AaeT Te0e HEeMPUSTHOCTH, 3a0JI0KUPYH €ro B CIIHCKE
UTPOKOB;

2. [oxanyiics aAMUHUCTpPATOpPaM HUIPhl HA TUIOXO€ MOBEACHUE 3TOr0 UIPOKA, JKENATEIbHO MPUIOKUTH
KaKHe-TO JI0Ka3aTeJIbCTBA B BUAE CKPUHOB;

3. He yka3wiBaii tnunyro uHdopmaIyio B npodaiisie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uMaabHbIe TATYH U MOJIBI,

6. Mcnonp3yil ciiokHbIE U pa3HbIe MapOJIH;

7. Z[axce BO BpCMs UTPbI HEC CTOUT OTKIIFOYATh AHTUBUPYC. IToka ThI HUIrpacilib, TBOM KOMIIBIOTCP MOTYT
3apa3nTh.

@OUIIMHT WIN Kpaxka JUYHbIX JaHHBIX

OOBIYHOM Kpaxell JIeHer W JIOKYMEHTOB CEroJHs y>K€ HUKOrO HE yIWBHUIIb, HO C Pa3BUTUEM HHTEpPHET-
TEXHOJIOTHH 3JI0YMBIIIJIEHHUKHU TIEPEMECTUIINCh B MHTEPHET, U IIPOI0JDKAIOT 3aHUMATHCA "MIOOMMBIM" CIIOM.

Tak nosiBUIack HOBast yrpo3a: HHTEPHET-MOLIEHHUYECTBA WM (DPUIIMHT, TJIaBHAs 1eJIb KOTOPOrO COCTOUT
B IOJIyY€HUH KOH(HIEHIMAIbHBIX JAaHHBIX MOJb30BaTeNel - JIOTMHOB M mapoieil. Ha aHrmmiickom si3bike
phishing uynTaercs kax ¢pummHr (ot fishing - peidoHast noBis, password - Hapoib).

OcHOBHBIE COBETHI IO 6OpbOE ¢ (HUITMHTOM:

1. Cnemn 3a cBomM akkayHTOM. Ecim ThI momo3peBaemib, 4TO TBOS aHKeTa ObUIa B3JIOMaHA, TO
HE0OXO0MMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTPATOpPaM pecypca 00 ITOM Kak MOKHO CKOpee;

2. I/ICHOHBSYﬁ Oe30IacHbIC Be6'C8.I>’ITBI, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITIOUCKOBBIX CUCTCM;

3. MCHOJ’I]&BYﬁ CJIOKHBIC U PA3HBIC ITapOJIN. Takum 06pa30M, eciau Teos B3JIOMAKOT, TO 3JIOYMBIIIJIICHHUKHA
moJrydaT JOCTYI TOJIBKO K OTHOMY TBOEMY HpO(i)I/IJ'IIO B C€TH, a HC KO BCEM,

4. Ecnm T1ebs B3OMaH, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE JOOABICHBI y
Te0s B APY3bAX, O TOM, UTO TeOs B3ITOMAIH U, BOZMOKHO, OT TBOETO UMEHH OYJIeT PacChUIAThCS CIaM M CCHUIKU
Ha (DUIIUHTOBBIC CAUTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUe Maposisi B Opaysepe;

7. He oTkpbiBail Qailnibl U apyrue BIOKEHUS B MUChbMax, Jake €CIM OHU NPUIUIA OT TBOUX JpYy3eH.
Jlydie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailiibl.

udposas penyranus

[MudpoBas pemyramus - 93TO HEraTUBHAas WM TO3WTHMBHas uWHMOpMaius B CeTH O Teoe.
Komnpomerupyromas nahopMmaiiys, pa3MelieHHasi B MHTEPHETEe, MOXKET CePbEe3HBIM 00pa3oM OTpa3uThCs Ha
TBOEH peanbHOM ku3HU. "L{udposas pemyrarus" - 370 TBOW UMUK, KOTOPBIHA (hopMupyeTcs u3 HHGHOPMAITHH O



Te0e B MHTEpPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOC (DMHAHCOBOE TMOJIOKEHHE, OCOOCHHOCTH XapaKTepa U PaccKasbl O
6JII/I3KI/IX - BCC€ OTO HAKaIlJIMBacTCs B CECTH.

MHorue noxpocTKy JErKOMBICIICHHO OTHOCSTCS K IMyOJIMKAIMy JUYHOM nHpopManuu B VHTEepHETE, HE
MOHUMAasl BO3MOXKHBIX MOCIEACTBUH. ThI aske HE CMOJXKEIb I0TaIaThCs O TOM, UTO (oTorpadus, pa3MemeHHAS
5 ner Hazaj, cTaja NPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienue tTBoux (ortorpaduii u apyrue neWcTBUS MOTYT HE MCUE3HYTh Jake Mocie
TOT0, KaK Thl UX YAadullb. Thl HE 3HACIIb, KTO COXpPaHWI 3Ty MHGOpPMAIUIO, MOMNala JIM OHA B MOUCKOBHIC
CHCTEMBl U COXPAaHWJIACh JIU OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpY’KaloIlue JII0U, KOTOphIe HAlIyT U
yBUAAT 3T0. HaliTu mHbOpManuio MHOTO JIET CIYCTS CMOKET JIF0OOHM - Kak W3 JTOOpBIX MOOYXKACHHH, Tak U C
HaMEPEeHUEM PUYUHUTH BPEJl. DTO MOKET OBITh KTO YTO/IHO.

OCHOBHBIE COBETHI IO 3alTUTe IU(POBOI peryTaIuu:
1. [Tonymaii, mpeske 4eM 4To-To MyOIMKOBATh U MepeiaBaTh y ceds B 0J0re WM B COLIUATIBLHON CETH;

2. B Hactpoiikax npoduist yCTaHOBH OTPaHWYEHHUSI Ha MPOCMOTP TBOETO MPOGWIS U €r0 COAEPKUMOTO,
czaenail ero Tosbko "nis apysei';

3. He pa3meniaii u He yka3bplBail HHPOPMALIMIO, KOTOPask MOXKET KOro-I11M00 OCKOpOJIATh UM OOUXKATh.
ABTOpCKOE IPABO

CoBpeMeHHBIE ITKOJIBHUKH - aKTUBHBIC TIOJIL30BATENH IIUPPOBOTO MpocTpancTBa. OqHAKO JAJIEKO HE BCE
3HAIOT, 4YTO II0JIb30BAHHE€ MHOTHMMH BO3MOXXHOCTSMHU LHU(]poBOoro mupa TpedyeT coOMo/eHUsl MpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "HHTENIEKTyalbHass COOCTBEHHOCTh" OTHOCUTCS K PA3JIUYHBIM TBOPEHUSM UEJIOBEUECKOro yma,
Ha4yMHAasl C HOBBIX HM300pETEHM M 3HAKOB, 00O3HAYAIOUIMX COOCTBEHHOCTh Ha MPOJAYKTHI U YCIYrH, U
3aKaH4YMBasi KHUTaMHU, poTorpadusMu, KHHOPHIbMaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpcKHE TMpaBa - 3TO NpaBa HAa MHTEJUIEKTYaJbHYIO COOCTBEHHOCTb Ha IPOU3BEJIEHUS HAYKU,
JUTEpaTyppl M  HMCKycCcTBAa. ABTOpCKHME TIpaBa BBICTYNAIOT B KadecTBe TapaHTUM TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He OyIeT HampacHbIM, JacT eMy CHpaBeJIMBble BO3MOXHOCTU
3apaboTaTh Ha pe3yjibTaTax CBOErO TPyHa, MOIYYUTh WM3BECTHOCTh M Mpu3HaHue. Hukro 6e3 pasperieHus
aBTOpa HE MOXKET BOCIPOM3BOJIUTH €ro IPOU3BEICHUE, PAaCIpPOCTPaHATh, MYOJINYHO JIEMOHCTPUPOBATH,
poJaBaTh, UMIOPTUPOBATh, IyCKAaTh B MpPOKAT, MyOJUYHO HCIHOJHATH, MOKA3bIBATh/UCIOIHATH B 3pupe miu
pasmeluars B llHrepHere.

Hcnonp3oBanue "mupaTckoro" MporpaMMHOTO O0O€CTeueHUsT MOKET NMPUBECTH K MHOTHUM pPHUCKaM: OT
MOTEPH JIaHHBIX K TBOMM AaKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWMCTBA, T/l YCTAHOBJICHA HEJETabHAs
nporpamMMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIeralibHbIE U OECIIaTHBIE MPOTPAMMBI, KOTOPBIE
MOYKHO HaWlTH B CETH.

O nopraJie
CereBuyok.pd - TBOH TIIaBHBIH COBETYMK B CETHU. 3/1€Ch Thl MOXKEIIb y3HaThb O O€30MACHOCTH B CETU

MOHATHBIM M JTOCTYITHBIM SI3bIKOM, a IIPU BO3HUKHOBEHUHM KPUTHUYECKON CUTYallMd OOpAaTHTHCS 3a COBETOM. A
TaK)Xe NPUHSTH y4acTHE B KOHKYpPCaxX U CTaTh CAMBIM LIU(PPOBBIM rPaKIaHUHOM !



